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1. How to Loginto the Mimecast Personal Portal

1. Open a browser and go to the following site:
https://iconplc.login-uk.mimecast.com/m/portal/login/#/login

2. Once the page has loaded, the main login screen is displayed. Enter your primary email address
and click Next.

3. If you are accessing Mimecast Personal Portal outside LPRA Office you will be subject to LPRA
Multi Factor Authentication. On the MFA screen, please authenticate as you normally would.

Meed help? Call the PRA Help Desk at +1 (B88) 772-

3375

E:h Sign-in options
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4. The first time you login the default home page view is your Inbox.
For convenience many people prefer their home page to be the Personal On Hold Queue.
To update the Home Page setting to open your Personal On Hold queue...
Go to Settings - Preferences at the top right-hand corner of the page and configure as
demonstrated in the screenshots below.

. & !
&
No Message Selected

Preferences

Note: other options available to change in Preferences are Time Zone, Date Format, Time Format
and First Day of Week.

Managing Senders (Block, Permit and Delete an entry)

You can manage personal Blocked Senders, Permitted Senders and Auto Permitted Senders, as
follows:

Add a Blocked Sender

1. Select Blocked from the left-hand menu 2. Click Add Blocked

3. Enter single or multiple email addresses or
domains in the box and click Add.
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Add Blocked Senders and Domains

Block email senders and domains by typing or pasting email addresses and
domain names into the text box below. Separate multiple entries with a space.

[_test@tesl.wm I Add I

Cancel

4. Click Add Blocked.

Add Blocked Senders and Domains

Block email senders and domains by typing or pasting email addresses and
domain names into the taxt box below. Separate multiple entries with a space

Email Addresses or Domains Add

& test@test.com x

1 itemy(s). Clear all

-
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5. A notification will display confirming the sender has been successfully added to the list.
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2. Add a Permitted Sender

Mimecast provides a feature called auto allowed senders. This is an automatically configured when

the user send a message to an external recipient, the recipient is then automatically considered a

trusted sender. An auto allow entry is automatically deleted if no messages are sent to the address

for 120 days.

1. Select Permitted from the left-hand
menu and click Add Permitted.

3. Click Permit

Add Permitted Senders and Domains

Permit email senders and domains by typing or pasting email addresses and
domain names into the text box below. Separate multiple entries with a space

Email Addresses or Domains

& test@test.com x

1 ftem({s). Clear a
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2. Enter single or multiple email addresses

or domains in the box and click Add.

Add Permitted Senders and Domains

Permit email senders and domains by typing or pasting email addresses and
domain names into the text box below. Separate multiple entries with a space

I test@test com

IAddI

Cancel

4. A notification will display confirming the
sender has been successfully added to
the list.




3. Delete an Entry

1. Select the required tab from the Managed Senders view (Blocked, Permitted or Auto
Permitted)

2. Select Remove for the relevant entry in the list.

(I R N T R R D R R R

L J - > - L L - L L
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4. Managing Personal on Hold Messages

Emails can be released or rejected either individually or in bulk. Addresses or domains can also be
blocked when emails are released or rejected.

5. How to Reject Messages

2. Select single or multiple emails.

1. Click the Advanced n icon and
select Personal On Hold.

3. Selectthe %' icon and select the appropriate action.

e Yoek Rolessa Testing Fravies

Descriptions for each action are shown below:

Menu Description

option

Reject The email is removed from the viewer and a notification is sent to the sender. Future emails from this sender may be Held
Email

Reject The email is removed from the viewer. a notification is sent to the sender, and a Block Policy is created for their email address
Email & ({e.g. Esender@company.com). This means that the sender will be unable to send emails fo you in future, but you are able to
Block remove this policy using Managed Senders

Sender

Reject The email is removed from the viewer, a nolification is sent to the sender, and a Block Policy is created for their domain name
Email & (e.g. company.com). This means that any senders from that domain will be unable to send emails to you in future, but you are
Block able to remove this policy using Managed Senders.

Domain
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4. Depending of your desire selection a box will present as follow, e.g. Reject

Are you sure you want to reject these messages?

The messages will be rejected and may be returned to their senders

Reject Cancel

5. A message will provide confirmation the
entry has been rejected.

2D &
No Message Selected

Bk 8 MESEg# 10 how R hove
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IMPORTANT: Once selected a message

from Personal On Hold, in the right-hand side
of the screen, the content of the message is
shown. This can help to take the appropriate
action e.g. rejecting it.
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6. How to Release Messages

1. Click the Advanced n icon and select Personal On Hold.

Salacton - .

O iSpring Soluticns 2072013

Laat cal Frow expen webinas on o 2 :ul:

No Message Selected

Cich o mussage ko show § hare

St TR0

N Yok Rolaasa Tasting Provies

Saiscion =

B ISping Sehutier FRTET

Last cafl: Fros sxpon webinar on o 220
Spuing Sehutisan IR0
Sunday Dhgest Great course exam nu

T Senvicehew

Wew York Relaass Testing Pravies Emsis S

0
3. Select the icon and select the appropriate action.

Selecton ~

8 Spdng Sokulisns

Lant call Fros sapont webinar on » ¢ Hal Mezrage il Do
iSpring Sekitions AN
Sammdlary Dig HaET CHUEE NI N

Sarvicabiow

N York Redease Testing Previe 4 Eumally Selected
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NOTE: Descriptions for each action are shown below:

Menu
option

Release
Email

Release
Email &
Permit

Address

Release
Email &
Permit

Damain

4. Depending of your desire selection a box will present as follows, e.g. Release and Permit

Sender

Are you sure you want to release these messages?

The messages will be released from hold and delivered to their recipients

Description
The emall is removed from the viewer and is delivered to your inbox. Future emails from the sender may be Held.

The email is removed from the viewer. is delivered to your Inbox, and a Permit Policy is created for the email address of the
sender(e.g. =sender@company.com). A Permit Policy will bypass Spam checks on future emails from this sender, so that they are
not Held by the Spam Policy. You are able to remove this policy using hManaged Senders.

The email is removed from the viewer, is delivered to your inbox, and a Permit Policy is created for the domain name of the
sender (e.g. company.com). A Permit Policy will bypass Spam checks on future emails from senders of this domain so that they
are not Held by the Spam Policy. You are able to remove this policy using Managed Senders

4. A message will provide confirmation the entry has been released.

1Sgnng Sohtions 1 a1

Sunday Digest Graat courss gxam

Mo York Roleass Testing Praview
No Message Selected

Chek » maasage ko shaw & heiw
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7. How to Manage Incoming Email Held Back by the
Mimecast Software (Digest Notification)

A Digest Notification is an email summary that will arrive in your inbox on several occasions during
your working day. The Digest Notification allow you to view and control emails that have been

placed on hold in the Mimecast Portal.

The Digest email will look similar to the screenshot below, and you will be given three choices on how
you want to manage emails that are held in the Mimecast portal.

[Postmaster] Messages on hold for mae.alano@iconplc.com

Spam Notification <spamnotification@iconplc.com>

© Sat 1/13/2018 4:15 AM
# Smith, Jane

EVC_ICON_30_Days_InboxRetention 30 days)

The following messages, addressed to you, are currently on hold within the Mimecast service awaiting further action
For further instructions on how to use the links associated with each email, please review the following points:
Release: This will release the current email On Hold to your Inbox, but future emails from this sender will still be placed On Hold

Block: Rejects the email, and adds the sender’s address to your persenal Block list to block future emails from this sender
Permit: Delivers the email to your Inbox, and adds the sender's address fo your personal Permit list, so future emails are not put On Hold (for

SPAM management policies only)

For more infermation on the Mimecast digest, please refer o this aricle

From Subject Date Reason Release Block Allow
boxer@customer box com New Year - New Box Resources 2018-01-12 1820 Spam Policy Release Block Permit

§/572018

Digest Choices

The links in the Digest email allow you to ensure that emails are not missed and you can release them
to your inbox. You can choose to RELEASE, BLOCK or PERMIT an email that is listed in the
Digest notification. Explanations for each of these features is outlined in the table below.

Action | Email Delivery

pe]
@

lease | Releases the email from the Hold Queue, and
immediately delivers the email to your Inbox

Block Removes the email from the Hold Queue

Permit | Releases the email from the Hold Queue, and
immediately delivers the email to your Inbox

Last Updated: 27 Oct 21

Future Emails

Emails from this sender may still be put On Hold in future

Emails from this sender will be immediately Rejected to the Sender by Mimecast
in future

Emails from this sender {if blocked for spam content) will not be put On Hold,
and will immediately be delivered fo your Inbox in future
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Appendices

There following outlines the key changes Legacy PRA staff may notice following deployment of Mimecast
Email Security:

Outbound Emails — Legal Disclaimer (Stationery)
All emails sent externally will have the ICON standard legal disclaimer appended, as follows:

ICON ple made the following annotations.

This e-mail transmussion may contain confidential or legally privileged information that 1s intended onlv for the individual or entity named in the e-mail address. If vou are not the intended recipient, vou
are hereby notified that any disclosure, copying, distribution, or reliance upon the contents of this e-mail 1s strictly prohibited. If you have received this e-mail transmission in error, please reply to the
sender, so that ICON ple can arrange for proper delivery, and then please delete the message.

Thank You,

ICON ple

South County Business Park

Leopardstown

Dublin 18

Ireland
Registered number: 145835

Inbound Email from an External Sender
All emails from external senders are appended with [EXTERNAL] on the message subject.

Fri 10/22/2021 5:25 PM
o  @outlook.com =
[EXTERMAL] Test- pls ignore

To Mepomuceno, Josha Richard

Mew folder (3)_zip was remowved from this message
Outlook item

Sent from Mail for windows

Following deployment of Mimecast, the existing external email notification (see below) will be removed.

CAUTION: This email originated from outside of the organizztion. Do not click links or open attachments unless you recognize the sender and know the content is safe.
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Inbound Email - Targeted Threat Protection: Attachments

Common attachments like Word, Excel, PowerPoint and PDFs are not always safe, and are regularly
used by hackers to try and infect corporate computers with viruses and to steal valuable information.

When a message comes in with an attachment:

1. Itimmediately goes into the Targeted Threat Protection - Attachment Protect sandbox for
immediate scanning.

2. If the attachment is safe they are released to the recipient.

3. If the attachment is found to contain malicious code or is malicious, it is blocked. No user
notification will be sent out.

4. If an attachment is found to be un-safe or encrypted the original email will be delivered, however
the attachment will be linked and a notification will be attached in its place.

Tue 10/26/20217 6:30 PM
@gmail.com>
[EXTERNAL] Weekly Report
Te . . e

October 2021 Report_pdf was removed from this message
Outlook itern

Hi,
See attached weekly report.

Regards
J

We removed a file from this message

You can download it, but do so only if you know and trust the sender.

File Details

October 2021 Report.pdf (748383 bytes)

Powered by MiMEecast’
@ 2003 - 2019 Mimecast Services Limited.

Note: Legacy PRA currently allows emails up to 35MB in total mail size regardless number of attachments.
Individual email attachments greater than 25MB will now be replaced with a download link. The attachment
link is accessible for 90 days.
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Inbound Email & Links to Websites (URLSs)

We're so used to links in emails, we don’t always think before clicking them.

Unfortunately, this can allow hackers to steal your login details which would give them access to our

company’s computers.

To help protect us, the following measures are in place:

o Every time you click a link in an email, Mimecast will check the site you are trying to access.

e |If the site is good, you will be allowed to continue as normal.

e |f the site is bad, access will be blocked.

o When you hover over a link in an email, you will see the address as:
http://protect-eu.mimecast.com This means the Website Link has been scanned by Mimecast.

[EXTERMAL] Training Videos - Message (HTML)

Nitro Pro

Q2 Tell me what you want to do...

Message

= x & Reply B Exchange Reports m E= > yel q
E2Reply Al 55~ |53 To Manager -
s - Delete L o = g. — Move Tags Editing  Zoom
S 3 Forward  Ej~ Team Email v . Bp- - -
Delete Respond Quick Steps ] Move Zoom
Tue 10/26/2021 5:31 PM
@gmail.com=>
[EXTERNAL] Training Videos
To mmMNepomuceno, Josha Richard
Hi, https://protect-eu.mimecast.com/s/

qpbychlogcTwphkeycz3xbpidomain=docs.
microsoft.com/
Click or tap to follow link.

https://docs.microsoft.com/en-us/powershell/

See latest article.

Regards
Josh

Pty

2L

I
T

Report
Phish

PhishAlarm &

-
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Clicking on Website Links in Email/Harmful and Safe Links

When you click on a Website (URL) link, you may be redirected to a page providing information about the
destination of the link they have clicked, as shown in the picture below.

8  Email securty training

Do you think the link is safe?
We've randomly selected this link for training purposes. Review the details before deciding whether

it's safe

Link Clicked
hitps fiportal mere microsoft comlen-USisecurity-quidanca/advisery/CVE-2019-0081

Message Subject
Microsoft Secunity Update Minor Revisions

Message Sender
Microsoft

Email Address
bounce-887307_text-1554455854-6334295-188147-337 @bounce e-mall microsoft com

Harmful Website Links
If you click on ‘It’s Safe

"

and the link is harmful, no option to “Continue to Page” is shown.
If you click “It’s Harmful” and the link is harmful, no option to “Continue to Page” is shown.

This means that you will not be able to access this Website Link — see picture below.

Ax  Unsafe link

Well done, you spotted a harmful link

Thanks for being cautious. You can close this page.

Safety Tips

| To.compel targets to fake action. spear phishers appeal to strong emotions like shock, anger, curiasity, fear, and
 sense of urgency. Slow down and kesp your emotions in check before rushing to action
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Safe Website Links
If you click “It’s Safe” (and the link is safe) a “Continue to Page” is shown

If you click “It’s Harmful”, and the link is safe, a “Continue to Page” is shown.

This means that you will be able to access this Website Link — see picture below.

¥ Safe link

Well done, this link is safe

You can continue to the page.

Safety Tips

O\ Cybel criminals create URLs that are similar to |‘_‘g\limal€ sites 10 trick their targets into cilckinq a link. Watch out for
wwyy, shortened URLS that mask the true destination URL

Downloading a Website File

When you click in an URL link that directly downloads a file, Mimecast will check the file, and if the file is
safe, you can click “Download”. If file is harmful you will not be able to download the file as it will be
blocked by Mimecast.

v Download available

This link downloads a file

The file has been checked and is now available.

If a valid URL or download attachment is blocked in error. Please log a ticket with the LPRA service desk.
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